6 CyberRisk

Privacy Policy

1. Purpose

Cyber Risk Pty Ltd trading as CyberRisk is committed to protecting the privacy of personal
information we collect, hold, use and disclose.

This Privacy Policy explains how CyberRisk manages personal information in accordance with
the Privacy Act 1988 (Cth) and the Australian Privacy Principles.

2. Application of the Privacy Act

CyberRisk is subject to the Privacy Act because its annual revenue exceeds $3 million.
We handle personal information in accordance with the Australian Privacy Principles, including

requirements relating to transparency, collection, use, disclosure, security, access and
correction.

3. Scope

This Privacy Policy applies to personal information handled by CyberRisk in connection with our
business activities, including information about:

clients and prospective clients; website users; suppliers, contractors and business partners; job
applicants; and other individuals who interact with us.

This policy does not replace any specific collection notice, consent form, contractual privacy
term or privacy statement we may provide in particular circumstances.

4. What personal information do we collect

The types of personal information CyberRisk collects depend on our relationship with you and
may include:

Identity and contact information, such as your name, organisation, role, email address and
phone number.

Website enquiry information, including your name, email address and phone number, when
you submit an enquiry through our website.



Business information, such as your employer, business contact details, professional
background, communications with us and records of meetings or engagements.

Service-related information, such as information you provide when requesting or receiving our
services, support requests, project information, survey responses and feedback.

Payment and transaction information, such as billing details, payment status and related
financial records.

Technical information, such as IP address, browser type, device identifiers, pages visited,
referring links, cookies and analytics data.

Recruitment information, such as your resume, qualifications, employment history, references,
interview notes and right-to-work information, is required when you apply for a role with us.

Sensitive information, only where it is reasonably necessary for our functions or activities and
where permitted by law, including where we have your consent or another legal basis applies.

5. How we collect personal information

CyberRisk may collect personal information:

e directly from you, including when you contact us, submit an enquiry through our
website, engage our services, apply for a role, attend an event or communicate with our
staff;

e from your organisation or authorised representatives;

e from third parties, such as service providers, referees, business partners, publicly
available sources, regulators, professional directories or social media platforms;

e automatically through our website, systems and digital tools, including through cookies,
analytics technologies and security logs.

Where reasonable and practicable, we collect personal information directly from you.

6. Why we collect, hold, use and disclose personal information
CyberRisk collects, holds, uses and discloses personal information for purposes including:

e providing, managing and improving our cyber security, privacy, governance, risk and
compliance services;

e communicating with you;

e responding to enquiries, requests and complaints;

e managing client, supplier and business relationships;

e delivering projects, advice, reports, assessments, support and related services;



e processing payments and managing accounts;

e conducting marketing, events, newsletters and business development activities;

e recruiting staff and contractors;

® maintaining security, fraud prevention, audit, risk management and business continuity;
e complying with legal, regulatory, insurance, contractual and governance obligations;

e resolving disputes and enforcing agreements;

e performing analytics, reporting and service improvement.

We may also use or disclose personal information for related purposes that you would
reasonably expect, or where required or authorised by law.

7. Sensitive information
CyberRisk will only collect sensitive information where:

e you have consented, and the information is reasonably necessary for one or more of our
functions or activities;

e the collection is required or authorised by law;

e apermitted general situation or permitted health situation applies; or

e Another exception under the Privacy Act applies.

We will only use or disclose sensitive information for the purpose for which it was collected, a
directly related secondary purpose you would reasonably expect, or as otherwise permitted by
law.

8. Anonymity and pseudonymity

Where lawful and practicable, you may deal with CyberRisk anonymously or using a
pseudonym.

However, this may not be possible where we need to identify you to provide services, respond
to your request, verify your authority, comply with legal obligations or manage our business
relationship.

9. Disclosure of personal information

CyberRisk may disclose personal information to:

e our personnel, contractors and related entities;

e service providers who support our operations, including IT, cloud hosting,
communications, accounting, legal, insurance, marketing, recruitment and professional
advisory providers;



e clients, suppliers and business partners where necessary for our services or business
activities;

e government agencies, regulators, courts, tribunals, law enforcement bodies and
external dispute resolution schemes where required or authorised by law;

e prospective purchasers or advisers in connection with a business sale, restructure,
merger or acquisition;

e other parties where you have consented or where disclosure is otherwise permitted by
law.

We take reasonable steps to ensure that third parties handle personal information in
accordance with applicable privacy obligations.

10. Overseas disclosure

CyberRisk does not store personal information outside Australia.

CyberRisk takes reasonable steps to ensure that personal information we collect and hold is
stored within Australia.

If this changes in the future, we will update this Privacy Policy and take reasonable steps

required by the Privacy Act before disclosing personal information to overseas recipients,
unless an exception applies.

11. Direct marketing

CyberRisk may use your personal information to send you information about our services,
events, insights or updates that may be of interest to you, where permitted by law.

You may opt out of marketing communications at any time by using the unsubscribe function in
the relevant communication or by contacting us using the details in section 20.

We will not use sensitive information for direct marketing without your consent, unless
permitted by law.

12. Cookies, analytics and online tracking

CyberRisk’s website and digital services may use cookies, analytics tools and similar
technologies to:

e operate and secure our website;
e remember user preferences;
e understand website usage;



e improve content and services;
e support marketing and campaign measurement.

You can usually adjust your browser settings to block or delete cookies. Some website features
may not work properly if cookies are disabled.

13. Security of personal information

CyberRisk takes reasonable steps to protect personal information from misuse, interference,
loss, unauthorised access, modification and disclosure.

Our measures may include:

e access controls and authentication;

e encryption or secure transmission where appropriate;
e secure cloud and IT systems hosted in Australia;

e staff confidentiality obligations and training;

e supplier due diligence and contractual protections;

e monitoring, logging and incident response processes;
e physical security controls;

e data backup and recovery processes;

e periodic review of information handling practices.

No method of transmission or storage is completely secure. If you believe your personal
information has been compromised, please contact us promptly.

14. Retention and destruction

CyberRisk retains personal information for as long as reasonably necessary for the purposes for
which it was collected, including to comply with legal, accounting, reporting, insurance,
contractual and dispute-resolution requirements.

When personal information is no longer required, we will take reasonable steps to destroy or
de-identify it, unless we are required or authorised by law to retain it.

15. Data breaches

If CyberRisk becomes aware of a suspected or actual data breach involving personal
information, we will assess and respond to it in accordance with our legal obligations and
internal procedures.



Where a data breach is likely to result in serious harm, and we are required to notify under the
Notifiable Data Breaches scheme, we will notify affected individuals and the Office of the
Australian Information Commissioner as required.

16. Access to personal information

You may request access to personal information CyberRisk holds about you.

We will respond to access requests within a reasonable period and in accordance with the
Privacy Act. We may refuse access where permitted by law, such as where giving access would
have an unreasonable impact on another person’s privacy, would be unlawful, would prejudice
enforcement activities, would reveal commercially sensitive evaluative information, or another
exception applies.

We may ask you to verify your identity before processing your request.

17. Correction of personal information

You may ask CyberRisk to correct personal information we hold about you if you believe it is
inaccurate, out-of-date, incomplete, irrelevant or misleading.

We will take reasonable steps to correct personal information where appropriate. If we refuse

to correct information, we will explain why, where required, and tell you about available
complaint options.

18. Quality of personal information

CyberRisk takes reasonable steps to ensure that the personal information we collect, use, and
disclose is accurate, up-to-date, complete, and relevant, having regard to the purpose of its use
or disclosure.

You can help us by notifying us if your details change or if you believe information we hold
about you is incorrect.

19. Government identifiers

CyberRisk will not use or disclose government-related identifiers, such as Medicare numbers,
tax file numbers, driver licence numbers or passport numbers, as our own identifiers unless
permitted by law.

20. Questions and complaints



If you have a question, request or complaint about how CyberRisk handles personal
information, please contact:

Name: Privacy Officer

Email: info (at) cyber-risk.com.au

Phone: 1300 778 880

Address: 121 King St, Melbourne VIC 3000

Please include enough information for us to understand and respond to your request or
complaint.

We will acknowledge your complaint within a reasonable time and aim to resolve it promptly.
We may request additional information to verify your identity or investigate the issue.

If you are not satisfied with our response, you may contact the Office of the Australian
Information Commissioner.

21. Automated decision-making

CyberRisk does not currently use computer programs to make decisions that are substantially
based on the automated processing of personal information, where those decisions could
reasonably be expected to significantly affect the rights or interests of individuals.

If this changes, CyberRisk will update this Privacy Policy and provide any additional information
required by law.

22. Changes to this Privacy Policy

CyberRisk may update this Privacy Policy from time to time to reflect changes in our practices,
legal requirements or business operations.

The latest version will be available on our website or by contacting us. The effective date at the
top of this policy shows when it was last updated.
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