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PENETRATION 
TESTING 

Real-world assurance. Practical remediation. Executive-
ready reporting. 

A sharper, safer way to understand how exposed your organisation really is - before an 
attacker, customer, auditor, insurer, or regulator finds out for you. 

CREST-accredited 

Independent assurance from a vetted 
provider 

Risk-led 

Findings prioritised by business 
impact 

Actionable 

Reports built for executives and 
technical teams 
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EXECUTIVE OVERVIEW 
 

A penetration test should do more than list 
vulnerabilities 

CyberRisk helps organisations understand their real-world exposure by safely simulating how an attacker could 
target selected systems, applications, networks, cloud environments, users, or facilities. The outcome is not 
just a report - it is clear, defensible, prioritised advice your executives and technical teams can act on. 

What you learn 

Which weaknesses are genuinely exploitable, how far an 
attacker could get, and what that means for your 
business. 

What you receive 

An executive summary, risk-rated findings, technical 
evidence, recreation steps, and practical remediation 
guidance. 

How we work 

Defined scope, approved rules of engagement, safe 
testing practices, timely escalation of critical issues, and 
clear communication. 

Why it matters 

Better assurance for boards, auditors, customers, 
insurers, regulators, and internal technology teams. 

 

The buyer case 

• Validate security controls before a real attacker tests them. 
• Prioritise remediation based on exploitability, likelihood, consequence, and business context. 
• Support audit, compliance, customer assurance, insurance, and board reporting with independent evidence. 
• Improve detection and response by understanding what attack activity may look like in your environment. 

Plain English promise: we explain risk in a way decision-makers can understand, and engineers can 
fix. 
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BUSINESS OUTCOMES 
 

Why organisations engage CyberRisk 

Find the exploitable path 

A vulnerability list can be noisy. A penetration test shows 
which weaknesses can be chained together to form a 
meaningful compromise. 

Reduce breach likelihood 

Testing helps identify poor configuration, insecure code, 
exposed services, weak authentication, missing patches, 
and operational gaps. 

Protect trust and reputation 

One incident can damage customer confidence, disrupt 
operations, and create regulatory, legal, and commercial 
consequences. 

Make remediation realistic 

We explain root cause and practical fixes so teams can 
correct the underlying issue, not just close a ticket. 

Demonstrate assurance 

Independent testing supports due diligence, 
procurement, audit, board reporting, cyber insurance, 
and customer requirements. 

Improve security maturity 

Findings can inform architecture, secure development, 
cloud governance, detection engineering, and user 
awareness programs. 

Common triggers 

Before change 

New application, cloud migration, 
network change, acquisition, or 
major release. 

Before scrutiny 

Audit, procurement, customer 
assurance, regulator request, or 
cyber insurance renewal. 

Before damage 

Known exposure, suspicious 
activity, prior incident, or concern 
that controls may not work as 
expected. 
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WHAT WE TEST 
 

Capability coverage 

Testing service What it targets Typical value 

Network penetration testing External and internal infrastructure, firewalls, 
routers, servers, and exposed services. 

Understand perimeter and internal 
movement risk. 

Web application testing Websites, portals, APIs, authentication, 
session handling, input validation, business 
logic. 

Reduce application breach and data 
exposure risk. 

Hardware testing Connected devices, embedded systems, 
firmware, management interfaces, 
communications, default credentials, and 
debug ports. 

Identify device-level weaknesses before 
deployment or integration. 

Cloud penetration testing AWS, Azure, Google Cloud and cloud-hosted 
workloads, permissions, storage, identity, 
and configuration. 

Identify misconfiguration and cloud control 
gaps. 

Wireless testing Wi-Fi configuration, access points, 
encryption, segmentation, rogue access risk. 

Validate wireless access controls and 
separation. 

Mobile application testing Mobile application behaviour, APIs, local 
storage, authentication, transport security. 

Reduce mobile and customer-facing 
exposure. 

Social engineering testing Phishing, pretexting, awareness and 
response scenarios where explicitly 
authorised. 

Assess human-layer resilience and reporting 
behaviour. 

Physical penetration testing Attempts to gain unauthorised physical 
access where explicitly scoped and legally 
approved. 

Test physical controls and visitor processes. 

Red teaming Longer-form adversary simulation using 
multiple techniques against defined 
objectives. 

Understand detection, response, and 
resilience against realistic threats. 

Important scoping note: higher-risk activities such as phishing, physical access attempts, persistence, destructive 
testing, denial-of-service activity, or live data handling are not assumed. They are performed only where explicitly 
agreed, legally authorised, and controlled by rules of engagement. 
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HOW WE WORK 
 

A controlled process from scope to 
remediation 

 

What makes the engagement safe and useful 

Clear scope 

We agree targets, objectives, 
exclusions, timing, test depth, 
permitted techniques, escalation 
contacts, and success criteria. 

Rules of engagement 

Testing is authorised, bounded, 
logged where appropriate, and 
managed to reduce unnecessary 
disruption. 

Manual validation 

Automated tools assist discovery, 
but skilled testers validate risk, 
exploitability, and business impact. 

Critical escalation 

Material issues can be raised during 
testing so urgent risks are not left 
waiting for the final report. 

Evidence-based findings 

Findings are supported by evidence, 
impact explanation, 
likelihood/consequence 
assessment, and reproduction 
guidance. 

Debrief and retest 
options 

We can brief executives and 
technical teams, then validate 
remediation where agreed. 

Testing perspectives 

Approach Starting knowledge Best used when Trade-off 

Black box Minimal information External realism and attacker-style 
discovery 

More realistic, but may spend time 
on discovery. 

Grey box Some information or access Balanced view of real risk and 
efficient coverage 

Less pure realism, more useful 
assurance. 

White box Detailed information, accounts, 
design or code 

Deep assessment of a specific 
system or application 

Less adversarial, stronger depth and 
coverage. 

EVIDENCE YOU CAN ACT ON 
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Methodology, standards and reporting 

Our methodology is informed by recognised security testing standards and guides, including PTES, OWASP, the 
OWASP Testing Guide, and relevant references on vulnerabilities and software weaknesses. We combine tool-
assisted discovery with manual testing, validation, analysis, and business-context assessment. 

What the report gives you 

Executive summary 

Plain-English explanation of key exposures, themes, and 
business implications. 

Prioritised findings 

Risk-rated issues using likelihood and consequence, so 
effort can be focused where it matters. 

Technical evidence 

Clear reproduction steps, observations, affected 
systems, and supporting evidence. 

Practical remediation 

Specific recommendations designed for implementation, 
not generic advice. 

Positive observations 

Security practices that worked well and should be 
preserved or expanded. 

Secure delivery 

Report delivered as an encrypted soft copy to protect 
sensitive details. 

How do we avoid the “vulnerability scan and dump” problem 

• We separate validated security risk from raw tool output. 
• We explain why each issue matters, not just what was detected. 
• We identify likely root causes where possible so remediation addresses systemic weakness. 
• We write for two audiences: executives who need risk clarity and technical teams who need fix detail. 
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CONFIDENCE AND CREDIBILITY 
 

Why work with CyberRisk? 

 
 
 
CREST 
ACCREDITED 

A recognised signal of professional testing 
capability, vetted methodology, data handling 
discipline, and ethical conduct. 

CyberRisk is a CREST-accredited member company. 
Engagements can be conducted under CyberRisk’s 
CREST-approved methodology and aligned with the 
CREST Code of Conduct for member companies. 

• Qualified people using current attacker knowledge 
and testing practices. 

• Documented policies, processes, and procedures 
supporting quality delivery. 

• Independent complaints and resolution measures 
available through CREST. 

CyberRisk principles 

Passion 

We care about the work 
and the quality of the 
outcome. 

Integrity 

We act with 
professionalism, 
discretion, and the 
client’s interests in mind. 

Experience 

We bring practical 
security, risk, and 
governance experience to 
the engagement. 

Results 

We focus on advice that 
helps clients make better 
decisions and reduce risk. 

Trusted across sectors 

National retailers | Tertiary institutions | Energy utilities | Research organisations | Local government | Port 
operators | Professional services | Not-for-profits | Construction companies 
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NEXT STEPS 
 

Start with the right question 

The best penetration testing engagements begin with a clear objective. What decision do you need the test to 
support? 

1. Define the objective 

Are you seeking assurance, release readiness, audit 
evidence, customer confidence, incident follow-up, or 
control validation? 

2. Identify the scope 

Which applications, networks, cloud accounts, locations, 
users, or business processes need to be assessed? 

3. Choose the depth 

Black-box, grey-box, white-box, targeted assessment, or 
red team style scenario. 

4. Agree the rules 

Timeframes, constraints, escalation contacts, permitted 
techniques, sensitive systems, and reporting 
requirements. 

Contact CyberRisk 

Phone: 1300 778 880 
Email: info@cyber-risk.com.au 
Web: www.cyber-risk.com.au 
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